CHAPTER –3 Web-based System Management


· Define the Web-based System Manager

· Set up and use AIX Web-based documentation

· Identify how to enable WebSM access
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AIX V4.3 introduced the Web-based System Manager, which is the next step in the evolution of AIX system administration tools. There are a lot of enhancements to the Web-based System Manager and since AIX V5.1 it was called the default system administration tool for AIX. The Web-based System Manager can be run in stand-alone mode, that is, you can use this tool to perform system administration functions on the AIX system you are currently running on. 

However, the Web-based System Manager also supports a remote management. In this environment, it is possible to administer an AIX system from a remote PC or from another AIX system using a graphics terminal. In this environment, the AIX system being administered is the server and the system you are performing the administration functions from is the client.

The client can operate in either client-server mode running the wsm command on an AIX client, in applet mode using a web browser on a platform that support Java 1.3, or remote client mode on either Windows or Linux clients.

Note: Client-server mode administration is not compatible between WebSM on AIX 5.1.0.30 and earlier and WebSM on AIX 5.3.
The objectives of the Web-based System Manager are:

• Simplification of AIX administration by a single interface

• Enable AIX systems to be administered from almost any client platform with a browser that supports Java 1.3 or use downloaded client code from an AIX V5.3 code

• Enable AIX systems to be administered remotely

• Provide a system administration environment that provides a similar look and feel to the Windows NT/2000/XP, LINUX and AIX CDE environments

The Web-based System Manager provides a comprehensive system management environment and covers most of the tasks in the SMIT user interface. 

The Web-based System Manager can only be run from a graphics terminal so SMIT will need to be used in the ASCII environment.

To download Web-based System Manager Client code from an AIX host use the address

http://<hostname>/remote_client.html

Supported Microsoft Windows clients for AIX 5.3 are Windows 2000 Professional version, Windows XP Professional version, or Windows Server 2003.

Supported Linux clients are PCs running: Red Hat Enterprise Version 3, SLES 8, SLES 9, Suse 8.0, Suse 8.1, Suse 8.2, and Suse 9.0 using desktops KDE or GNOME only.

The PC Web-based System Manager Client installation needs a minimum of 300 MB free disk space, 512 MB memory (1GB preferred) and a 1 GHZ cpu.
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In stand-alone mode, to access the Web-based System Manager use the command wsm.

• From the CDE Application Manager, you can also access by icons if you are using CDE. Open the System Admin folder and double-click Management Console to view icons for each of the Web-based System Manager applications. If using the Web-based System Manager in client-server mode:

• If the WebSM remote client software has been installed on the PC, click the Web-Based System Manager Icon on the desk top for your platform. This is the preferred way to do remote access from a PC.

• If the Web-based System Manager client is running as a Java applet in a browser use the appropriate URL to access the tool. The default URL is

http://<hostname>/wsm.html. Be aware that AIX V5.1 is using Java 1.3.0 and AIX V5.2 is using Java 1.3.1,and AIX V5.3 is using Java 1.4.2 that your browser plug-in-version must be compatible to the Java version on the AIX server.
If the Web-based System Manager client is running as a stand-alone Java application, double-click the Web-based System Manager remote client icon.

• From an AIX V5.3 client, use the command wsm -host <hostname>. This brings up a login box where you enter your ID and password for the remote AIX system.
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The graphic above shows the Web-based System Manager Console Window containing two primary panels. The panel on the left displays the machines that you can manage from the Console Window. This panel is referred to as the Navigation Area. The panel on the right (the Contents Area) displays results based on the item selected in the Navigation Area. You select the machine to perform management operations from the Navigation Area. As you navigate to the desired operation in the Navigation Area, the Contents Area is updated to show the allowable choices.

There is a session log that is a facility of the console. It keeps track of changes made on managed hosts during a Web-based System Manager session.
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The graphic shows the System Environment: Settings window of the Web-based System Manager. This window contains a toolbar. From left to right, the symbols support the following functions: Back to previous screen, Forward to next screen, Up one level, Stop reloading, Reload now, Shutdown, Broadcast message, Find, Show properties of highlighted object, Icon (to return to icon mode if currently viewing details), Details (which

lists each icon and provides an explanation of each). Most of these functions can also be accessed via the View option on the menu bar.

If you select the Date and Time icon, this allows you to set the date and time on the system.
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Note that the Web-based System Manager supports an easy-to-use point-and-click environment where information can be entered. Use this window to set the system date and time (only the root user can perform this function). When finished, click OK to apply your change.

Additional information on the Web-based System Manager can be accessed through the Internet using the URL:

http://www-1.ibm.com/servers/aix/wsm/
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These are the steps needed to set up the Web server from scratch.

WebSM is installed by default in AIX V5L. The following filesets are installed from the AIX 5.3 Base Installation media:

sysmgt.help.en_US.websm

sysmgt.help.msg.en_US.websm

sysmgt.msg.en_US.websm.apps

sysmgt.msg.en_US.sguide.rte

sysmgt.websm.apps

sysmgt.websm.diag

sysmgt.websm.framework

sysmgt.websm.icons

sysmgt.websm.rte

sysmgt.websm.security

sysmgt.websm.webaccess
To set up the documentation directory, you need to know the location of the document directory for the Web server you are using. We will be using the IBM HTTP Server Web server in the classroom. The path needed is /usr/HTTPServer/htdocs. The CGI directory is /usr/HTTPServer/cgi-bin.

The apachectl command can be used to manage the HTTP Server. For example it can be used to stop and start the HTTP daemons.

Enable the WebSM server

/usr/websm/bin/wsmserver -enable

This can also be done through smit using the fastpath

smit web_based_system_manager

Which automatically runs

/usr/websm/bin/wsmserver -enable

To accessing WebSM from the client machine, use the URL:

http://<hostname>/wsm.html

You can also configure the Web_based System Manager from SMIT. The fastpath is: smit web_based_system_manager
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The configassist facility has a button which assists you in Configuring the Web Server for remote system management. The default values that you see are generally good, but if you are using some Web Server software other than the HTTPServer you may wish to change the directories and start commands. In the latter case, click on the second button on the bottom of the page to configure WebSM to use a different Web server.

You may also select what language you use on the interface.

If you wish to always have the Web server ready for use, select the "Start Web server at system restart also" button to have the start command placed in the inittab.
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To install on the WebSM remote client on a PC running Windows or Linux, just access the AIX Web Server from the client's browser, with the URL of:

http://<hostname of server>/remote_client.html

The Web page provides two options for installation of remote client software. Either InstallShield or Java Web Start.

The InstallShield is pretty straight forward. It downloads the code and installs using the InstallShield standard.

The advantage of Java Web Start is that everytime the client application runs, it checks to see if there is a remote server application software update and automatically downloads the changes.

If you are going to use Java Web Start, then you must install and configure the security package which otherwise would be an option in using the remote client. You would first have to install the security package on the AIX server. The AIX 5.3 Expansion Pack has the server filesets:
sysmgmt.websm.security (regular strength)

sysmgmt.websm.security-us (stronger encryption)

The URL for installing the client part of the security package is:

http://hostname/remote_client_security.html
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Partition configuration and control

The HMC provides the external platform to configure partitions.

Capacity Upgrade on Demand

Capacity Upgrade on Demand (CUoD) allows you use the HMC to non-disruptively activate extra resources while the system is operating. If you ordered a CUoD-capable system, additional resources were shipped with the system and can be enabled by using special CUoD activation codes.

Note: CUoD is not supported on systems running Linux in the full system partition.

You can use the HMC to perform the following Capacity Upgrade on Demand functions:

- Display license agreements

- Display the extra resources preinstalled on your managed system

- Type a resource activation code
- Activate extra resources

- Display CUoD status messages

Diagnostics

A challenge faced with the pSeries system running LPARs is standard AIX error handling. The HMC interacts with each active partition to handle problem determination functions.

Operational management

Once your partitions are active, the HMC continues to function as a management platform, handling operational tasks.

Remote HMC control

Remote access to HMC functions is provided via two paths:

a. Remote WebSM GUI

• From AIX 5L with the WebSM client installed

• From a Microsoft Windows or Linux workstation with the WebSM client installed

• From another HMC

b. High-level commands

These give you the ability to issue HMC commands remotely.
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From another HMC machine on the network

The WebSM client application is built-in to the HMC Graphical User Interface (GUI). Via the control panel, you are able to access controls to another HMC on your network.

Authorized users may be defined for each HMC independently, so you must decide whether the users of one HMC should be authorized on the other. If so, the user authorization must be set up on both HMCs.

To set up remote control, Select the console menu, then select add host. Add the hostname or IP address of the HMC that you want to access remotely. Once added, it appears in the console navigation area (left side).
From any workstation on the network running Web-based System Manager client application

The HMC tools are built from the Web Based System Manager (WebSM) application. You will have remote functionality from a system running the WebSM application. This is NOT accomplished via a browser. You can download the WebSM client from the HMC for Microsoft Windows and Linux workstations. 

The WebSM client is also available as part of AIX 5.1 and following AIX versions. It is important for the WebSM client to be compatible with the version of HMC software, so if you can, you should download the WebSM client from the HMC.

Run commands via SSH session to HMC

The command line option gives you a simple way to perform HMC functions. This connectivity solution provides secure access to a most of the LPAR functions in the HMC applications.
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Default HMC console view

When you log in to the HMC, the HMC Graphical User Interface (GUI) management window opens and selects the management environment automatically. This window is divided into two main areas: the Navigation area and the Contents area.

The panel on the left (the Navigation Area) displays a hierarchy of icons that represent collections of computers, individual computers, managed resources, and tasks. 

Each Navigation area icon identifies a tool. At the highest point, or root of the tree, is the Management Environment. The Management Environment tool contains one or more host computer tools that are managed by the console. 

Each computer tool contains multiple application tools that contain managed objects, tasks, and actions for a related set of system entities or resources.
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